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1
Decision/action requested

Approve the proposed clause to the draft CR in [1].
2
References

[1]
3GPP, S3-194483 "DraftCR – Living document for supporting 5G CIoT security"

[2]
3GPP TR 33.501 "Security architecture and procedures for 5G system".
3
Rationale

There are two editor notes in the clause 6.x.1.2 "Security procedures for RRCConnectionRe-establishment Procedure in Control Plane CIoT 5GS Optimization":

Editor note: This clause needs to be revisited when RAN2 has finalized the work on NB-IoT.

Editor note: Whether additional IEs are needed for calculation of shortMAC-I is FFS.
The second editor note is incorrect as there is no shortMAC-I included in the RRCConnectionReestablishmentRequest message, only a NAS-MAC, as there is no AS security established in this procedure.

RAN2 has defined the RRCConnectionReestablishmentRequest-5GC-NB in the running CR for TS 36.331 in RAN2 for NB-IoT. An extract from the running CR for TS 36.331 is copied below:
RRCConnectionReestablishmentRequest-NB message
-- ASN1START

RRCConnectionReestablishmentRequest-NB ::= SEQUENCE {


criticalExtensions




CHOICE {



rrcConnectionReestablishmentRequest-r13












RRCConnectionReestablishmentRequest-NB-r13-IEs,



later







CHOICE {




rrcConnectionReestablishmentRequest-r14












RRCConnectionReestablishmentRequest-NB-r14-IEs,



later






CHOICE {




rrcConnectionReestablishmentRequest-r16












RRCConnectionReestablishmentRequest-5GC-NB-r16-IEs,





criticalExtensionsFuture

SEQUENCE {}



}


}


}

}

}

RRCConnectionReestablishmentRequest-5GC-NB-r16-IEs ::= SEQUENCE {


ue-Identity-r16





ReestabUE-Identity-CP-5GC-NB-r16,


reestablishmentCause-r16


ReestablishmentCause-NB-r13,


cqi-NPDCCH-r16





CQI-NPDCCH-Short-NB-r14,


spare







BIT STRING (SIZE (1))

}

ReestablishmentCause-NB-r13 ::=


ENUMERATED {












reconfigurationFailure, otherFailure,












spare2, spare1}
ReestabUE-Identity-CP-5GC-NB-r16 ::=
SEQUENCE {


truncated5G-S-TMSI-r16




BIT STRING (SIZE (40)),


ul-NAS-MAC-r16






BIT STRING (SIZE (16)),


ul-NAS-Count-r16





BIT STRING (SIZE (5))

}

-- ASN1STOP

	RRCConnectionReestablishmentRequest-NB field descriptions

	earlyContentionResolution

Value TRUE indicates UE supports MAC PDU containing the UE contention resolution identity MAC control element without RRC response message. This field is always set to TRUE in this version of the specification.

	reestablishmentCause

Indicates the failure cause that triggered the re-establishment procedure.

eNB is not expected to reject a RRCConnectionReestablishmentRequest due to unknown cause value being used by the UE.

	truncated5G-S-TMSI
For description of this field see TS 23.003 [27].

	ue-Identity

UE identity included to retrieve UE context and to facilitate contention resolution by lower layers.

	ul-NAS-Count

For description of this field see TS 33.401 [32] for EPC, and TS 33.501 [86] for 5GC.

	ul-NAS-MAC

For description of this field see TS 33.401 [32] for EPC, and TS 33.501 [86] for 5GC.


In NB-IoT in 5GS Rel-16, the UE calculates an UL NAS-MAC over the target Cell-ID of the cell from which the UE initiates the RRCConnectionReestablishmentRequest message.

Additional parameters in the RRCConnectionReestablishmentRequest message to consider to protect when the UL NAS-MAC is calculated, is the ReestablishmentCause. The ReestablishmentCause indicates the failure cause that triggered the re-establishment procedure. According to TS 36.331, the ReestablishmentCause can be set to any of the following causes:

ReestablishmentCause ::=


ENUMERATED {











reconfigurationFailure, handoverFailure,











otherFailure, spare1

}

A potential attack could be that the attacker could modify the ReestablishmentCause in the RRC Connection Reestablishment Request message in order to trigger the network to drop the RRCConnectionReestablishmentRequest message.  But according to the table above the NB-IoT radio access is not expected to reject a RRCConnectionReestablishmentRequest due to unknown cause value being used by the UE. Also, if the ReestablishmentCause is protected by the UL NAS-MAC, an attacker could simply modify the ReestablishmentCause in order for the network to drop the message because the integrity check of the NAS-MAC would fail. This implies that there is no extra value in protecting the ReestablishmentCause. 

It is therefore proposed to delete the editor notes in the procedures for RRC Connection Reestablishment procedure in clause 6.x.1.2 for the NB-IoT radio access network connected to 5GC to TS 33.501 [3]. 

4
Detailed proposal

It is proposed to approve the pCR to the living document for 5G CIoT in S3-194483 [1].

**** START OF CHANGES ****

6.x.1.2
Security procedures for RRCConnectionRe-establishment Procedure in Control Plane CIoT 5GS Optimization

If the UE experience a RLF when using Control Plane CIoT 5GS optimisation only, the AS layer of the UE may trigger an RRCConnectionReestablishment procedure. As there is no AS security available, this procedure can not be protected as described in subclause 6.11.
In order to protect the the re-establishment procedure, the AS part of the UE triggers the NAS part of the UE to provide the UL_NAS_MAC and XDL_NAS_MAC. These parameter are used to show that the UE is requesting the re-establishment and that the UE is talking to a genuine network repsectively. 

The UE calculates a UL_NAS_MAC and XDL_NAS_MAC by using the curently used NAS integrity algorithm with the following inputs, KNASint as the key, the uplink NAS COUNT that would be used for the next uplink NAS message, the DIRECTION bit set to 0 and the target Cell-ID as the message to be protected to calculate NAS-MAC (see Annex D.3.1).

The uplink NAS COUNT is increased by the UE in exactly the same way as if it had sent a NAS message. The first 16 bits of NAS-MAC form UL_NAS_MAC and the last 16 bits form XDL_NAS_MAC, which is stored by the UE.

The UE shall send the RRCConntectionRestablishmentRequest message to the target ng-eNB and shall include the Truncated 5G-S-TMSI (as described in TS 23.501 [2], TS 23.003 [19] and TS 36.331 [69]), the 5 least significant bits (LSB) of the NAS COUNT that was used to calculate NAS-MAC and UL_NAS_MAC in the message. 

The target ng-eNB recognises the RRCConntectionRestablishmentRequest message sent by a UE relates to the Control Plane CIoT 5GS optimisation based on the presence of the Truncated 5G-S-TMSI in the message. The target ng-eNB shall recreate the 5G-S-TMSI from the Truncated 5G-S-TMSI (as described in TS 23.501 [2], TS 23.003 [19] and TS 36.331 [69]). The target ng-eNB shall send the 5G-S-TMSI, LSB of NAS COUNT, UL_NAS_MAC and target Cell-ID in the CP Relocation Indication message to the AMF that is serving the UE (this can be deteremined by the S-TMSI). 

The AMF uses LSB of NAS COUNT to estimate the full uplink NAS COUNT and calculates XNAS-MAC (see Annex D.3.1) using the same inputs (i.e. estimated uplink NAS COUNT, DIRECTION bit set to 0 and the target Cell-ID as the message) as the UE used for calculating NAS-MAC. The AMF then compares the received UL_NAS_MAC with the first 16 bits of XNAS-MAC and if these are equal the network is sure that the geniune UE sent the RRCConntectionRestablishmentRequest message. The stored uplink NAS COUNT in the AMF is set as though the AMF received a sucessfully protected NAS message using that NAS COUNT. 

The AMF shall set DL_NAS_MAC to the last 16 bits of already calculated XNAS-MAC and send DL_NAS_MAC to the target ng-eNB in the Connection Establishment Indication message. The target ng-eNB shall send the DL_NAS_MAC to the UE in the RRCConnectionReestablisment message. The UE shall check that the received DL_NAS_MAC equal to the stored XDL_NAS_MAC. If so, the UE shall complete the re-establishment procedure.


**** END OF CHANGES ****
